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Ethereum: A Next-Generation Smart Contract and Decentralized Application Platform.
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The Idea of Smart Contracts

Copyright (¢) 1997 by Nick Szabo
permission to redistribute without alteration hereby granted

What is the meaning and purpose of "security”? How does it relate the the relationships we have? I argue that the formalizations of our relationships -- especially contracts -- provide the blueprint for ideal security.

Many kinds of contractual clauses (such as collateral, bonding, delineation of property rights, etc.) can be embedded in the hardware and software we deal with, in such a way as to make breach of contract expensive (if desired, sometimes prohibitively so) for
the breacher. A canonical real-life example, which we might consider to be the primitive ancestor of smart contracts, is the humble vending machine. Within a limited amount of potential loss (the amount in the till should be less than the cost of breaching the
mechanism), the machine takes in coins, and via a simple mechanism, which makes a freshman computer science problem in design with finite automata, dispense change and product according to the displayed price. The vending machine is a contract with
bearer: anybody with coins can participate in an exchange with the vendor. The lockbox and other security mechanisms protect the stored coins and contents from attackers, sufficiently to allow profitable deployment of vending machines in a wide variety of
arcas.

Smart contracts go beyond the vending machine in proposing to embed contracts in all sorts of property that is valuable and controlled by digital means. Smart contracts reference that property in a dynamic, often proactively enforced form, and provide much
better observation and verification where proactive measures must fall short,

As another example, consider a hypothetical digital security system for automobiles. The smart contract design strategy suggests that we successively refine security protocols to more fully embed in a property the contractual terms which deal with it, These
protocols would give control of the cryptographic keys for operating the property to the person who rightfully owns that property, based on the terms of the contract, In the most straightforward implementation, the car can be rendered inoperable unless the
proper challenge-response protocol is completed with its rightful owner, preventing theft.

If the car is being used to secure credit, strong security implemented in this traditional way would create a headache for the creditor - the repo man would no longer be able to confiscate a deadbeat's car, To redress this problem, we can create a smart lien
protocol: if the owner fails to make payments, the smart contract invokes the lien protocol, which returns control of the car keys to the bank. This protocol might be much cheaper and more effective than a repo man. A further reification would provably remove
the lien when the loan has been paid off, as well as account for hardship and operational exceptions. For example, it would be rude to revoke operation of the car while it's doing 75 down the freeway.

In this process of successive refinement we've gone from a crude security system to a reified contract:

(1) A lock to selectively let in the owner and
oxlude third parties;
(2) A back door to let in the creditor;
(Ja) Creditor back door switched on only upon nonpayment
for a certain period of time; and
(3b) The final electronic payment permanently switches
off the back door.

Mature security systems will be undertaking different behavior for different contracts. To continue with our example, if the automobile contract were a lease, the final payment would switch off leasee access; for purchase on credit, it would switch off creditor
access. A security system, by successive redesign, increasingly approaches the logic of the contract which governs the rights and obligations covering the object, information, or computation being secured. Qualitatively different contractual terms, as well as
technological differences in the property, give rise to the need for different protocols.

Derived from "Formalizing and Securing Relationships on Public Networks" |, by Nick Szabo)
§ g I )

icle discusses a formal lapguage for analyzing contracts and specifying smart contracts,




#3455 FAER

A~v—har 77 NOTAT 47T

A<w—har b7 7 bOFEGR) I E B 2 LA MBI 2 BREORIE, R BERGCHE TH 5,

Z OB IRTERIT. BB OV IER B REEDOFPFANTa A V2D AL, AIEBA— h~ A K255 T
A2 — YA ADIFADOREIZZR D X O REHERA D=L L > T, BRSNS T T
F1 0 gL 2 AV T,

H BRI T IESEA B TH Y, a1 V2> TWVWA AR LHETHEE L DORBIISINT HZ LN TE 5,
X o) T AL TRE SN ooy T U 3B E N BEESN., & X F A cH ke
2SI BBT 2 Z L D3I R[RETH 5,

Av—har 77 MIBERTEHEZBX T, 79XV FRTEHINDIIMEDCH 5H 6P LFEED T & > |
ICa s T 7 b BAT Z EEREEL TV D,




Smart Contract



« 2 N7 MNIHELD

¢« NTANTEZLHMHEBRMETH DAITR TRV & KT L7220
SHENENZEIT L2202 LRV (Smart TIE72 W)

« Smart Contract® * V v ~iZ =t
SEKIIT 2 Trust-lessiZfTH Z EMNTE A

« EthereumiZPublic Blockchain T® v . Bu5|ERECRE

A CIB NI A R

s BCDT AT T AT AN T var bylVEisn sz eénn, 7
T A N —[A] BT IR BN B

o BRHIZIZT DA NEBEL AT O D, BARNCEKNNEDORERE TE 5
S>ZHIUIHFRIZIR ST, FELDRNONAEOFED Al HE

(18]

[Fk 25 & 23R T e




Bitcoin Whitepaper 10%

Traditional Privacy Model

: Trusted :

New Privacy Model




Account

Model



e BitcoiniZUTXO ModelT& 57>, Ethereumi|XAccount Model
« Ethereum ClZ2->DAccount (EOA/CA) DN EE4 4

X GNEBETE T 1D > k) OIEFER
* EOAIZ=— FZFT, "o va v ZAERLTELA LA vy E—VKE
X (2 v 77 b T AU ) OUEFR

e CAIZA v E—V2ZELEEAE. a— FEETL TR U723 VOEERH LY
S ROAERRR B AT 5
o CAlZEthereum=21T8RENO [HEERI~—T = M O X 9 RAFE




Ethereum State Transition Function

Transaction




ERC20/ERC721



ERC & L«



[

D HEFR

o ERCIXEthereumdDEZRD Z & T, B AIZOL EFITF DT
EWVIOBHDHIFEL, T

e HiR9 5 & [EthereumBfiTHe s

[EIP_EITIZERCMEHI S, 23 2=TFT 4 AREELND &1

o« BIMRMEL LTI,

ERCE 720 . R\

D HEFA

BE: WAn

77T — hT5

s ns



ERC20/ERC721



« ERC20°ERC721XToken!\zE89 AERC

e TokenlZ [ v #—3% > b BT

MEZFFOb D) LIRZX D LD LT

CEPN:SN-
1% E T, AR RS> h—7
i, ED100M TH > THF CME T, ZWA[EETHDH LV H T &
I ERETI., FERBE AR E RO N —2

Clx. —RHLODOREDMOIRE & AZHWAFEETHH VD Z b
« ERC20TII7T FL ADRAEN gk iv, ERC721 T3 h—2 > (ID) T2\ T

REEZET L RAZEET 5

% ERC20 L ERC721 D =2 — K L ~L Ot ITHands-onlZ T4T 9 .



77 R A

(Decentralized Finance)




11— U TPLZERES =R TAO Y/~

5

788 RE (DeFi)

e MEDEMIATALICEDLSD. Z7O—/NILTHIMMNIHEEI LR,
e ED %, IrE. KE. PE|LEEZXKIRITIE M.
o ATV -AKMIcEDE, #HTHbTIOT I U HEE,

HiH : https://ethereum.org/ja/defi/




LEBR

5 A BYE Rl (DeFi) ERDERM AT L
B TREZHREBULET, CENGRICDEEERELET,
HODEENE ZICTLH, EDLSICFELNEIZOAYMNA— HRICOEENREICEEINKED., BREBREDFICELESN
T BENTEET, BWIRE, ZOREZERATSMHBD T A
THWCIEFEBOEEIOCADEHICHEBEIIDZENHD F
ER
N VT g VIdRETITONED, ERUEH)IE. FIAEDEABREBZEICHEODVWTWVWET,
DR ERE (DeFi) IFETHFIBETEX I, TR —EXDFIBRBEINDETT,
miSEEICA -S> U TWET, HEEDKRED, TENEAL BEEIH D £,
HOENURT—IZRT, YATLDEDLSICHEBEEL TWE D% RIS/ O—XK - Tv o THD, MEOEECEREED
ANRBZENTED, BAEOEVW A TALATT, IR EZRETETHESSZEIETEZER Ao

B DBHEH I TET UERT,

HiH# : https://ethereum.org/ja/defi/




SIVA N TRk

(Decentralized Autonomous Organization)




A—HUPL=lED R TR YR~ TYF=T7 21X

! A=Y UT7LOBZRREICHERBL. EELTWEYT, COR—JICEHOABZLDANDPI L. XBFBEET ZEMERE CEANDZEIE. TOEMLTLEEW,. RXR=JDiFE2

e B B1E#H## (DAO)

o RREEMNLRHIEMNZWN, XVN—FEDII 174
e AV —ZX Y NODBAISHAEHHT DEEHBAE
s FEDEWICERZENRDDICERELIIGAT

Hi# : https://ethereum.org/ja/dao/




LU

e B B H%k(DAO) TEFR D FEE

BIET7 7 v NEBIT. BERICERE B P E Y
HBESICK > T, BEMOEEENSEENEREIND I DD
D, XCEFEREMNMTbNEHZENH S
SBIFEFT SN, BRIFGBETETD2HNERUICEENICET BENTEGEBE. HREIENI TEFT= . BREGRIESFEFH TOL
I3 EHANE
RSN —EXE. BENICOBILS N ETUIES N ABICKZ0IE, FLEEFEEINCEIFEZLEE L. XS A
% (BIZEREEET D) Sha8ENHH3
INRNTCDT7 VT4 ET 4 ERBTERICARH BE. 7771471 33ERHET. —MRICIFIELF

Gz|
BEZERTIDICIE. AVI\—CLBEENNE

Hi# : https://ethereum.org/ja/dao/



	スライド 1
	スライド 2
	スライド 3
	スライド 4
	スライド 5
	スライド 6
	スライド 7
	スライド 8
	スライド 9
	スライド 10
	スライド 11
	スライド 12
	スライド 13
	スライド 14
	スライド 15
	スライド 16
	スライド 17
	スライド 18
	スライド 19
	スライド 20
	スライド 21
	スライド 22
	スライド 23
	スライド 24
	スライド 25
	スライド 26
	スライド 27
	スライド 28
	スライド 29

